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We Fight Smart!
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It's time to turn the tables on cybercrime.

Today, organizations around the world are fighting a growing enemy — and losing.

Cybercriminals have breached almost every major corporation and government
department.

Despite our defenses, they are not just getting through, they are staying
undetected for longer.

The reality is that none of us can be sure that our personal information is still
private, or that our bank accounts are still safe.

No corporate leader can be sure that he or she will not be paraded in front of the
media by the end of the day.

Even our energy and transport networks are under constant threat.
We are all in the crosshairs.

As leaders in business and government, it's time for us to fight smarter, and
together.

And we can. New technology gives us the visibility to see what'’s really happening
in our increasingly complex networks.

Working together, we can see threats earlier, isolate and eliminate them faster.

Last year we delivered the world’s first Security Delivery Platform, an innovation
that makes the world’s most effective security tools even stronger.

Today we stand united, ready to turn the tables on our attackers.

CEO, Gigamon
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Case Study : E-Commerce

100G LOAD BALANCING

GigaVUE-HD4
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INLINE AND OUT-OF-BAND MONITORING
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Inline Tools : SourceFire (now Cisco FirePOWER) IPS, Imperva WAF,
Out-of-Band tools: FireEye, ExtraHop
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1.Tap Firewall inside link first time (Port 1/1/19-20). send 100% traffic to inline active SourceFire
2.Tap Firewall inside link second time (Port 1/3/19-20), then send WEB traffic only to inline active WAF
3.Tap three 1G WAN router links for retail and AWS, send 100% traffic to inline SourceFire
1/1/21-22, 1/1/23-24, 1/3/17-18 1G copper
4. Capture WEB/DNS/EMAIL traffic from 1/3/19 and 1/3/20 to passive FireEye (out-of-band)
NOTE: traffic first send to hybrid port 1/1/x4, then from 1/1/x4 to FireEye on 1/1/x3
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BIG DATA
ENABLEMENT
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+ Greater visibility + Adjust network characterisfics in real time + Stop SPAN / mirror port limitations

+ Increase tool performance + Enable OSS / yst real-time + Enable complete NetFlow visualizations

* Preserve metadata * Reduced CAPEX / OPEX * Centralize tools

* Reduces churn * Redeploy excess tools and staff + Boost tool throughput processing capacity
«1 d uptime / reduced downtime * Stop dropping monitoring packets * Increase subscriber satisfaction

* Find problems faster * Provide each tool its exact ingress data + Better understand QoS/QoE conditions

* Tailor billing solutions more completely * Overcome port contention

©2016 Gigamon. All rights reserved.
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Protocols?
All Web 2.0 use
port 80 & 443
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GigaSMART® : Adaptive Packet Filtering
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Source IP/User/
Subscriber ID

IP address 1.0.0.1
IP address 1.0.0.2

Sample 10%

Intelligently filter
and send all flows
associated with

....etc... sampled set of
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Total Subscribers:
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GigaSMART® : Packet Masking

M2l 82 S HIO|H OtAZ 7|s A&

p
. 1{ZI2| PAYLOADO| Z&HEl 742!
A

28 S Zelotn Y

a

Web Server

Date: 15122012| Card: 1482-6047-2581-3489 | Exp 7/15

Ethemet | IP | TCP

Ethernet | IP | TCP |Date: 15122012| Card: E'$'$ 00000000 & || Exp 7/15

©2016 Gigamon. All rights reserved.




GigaSMART® : Packet Header Stripping
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GigaSMART® : De-Duplication
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GigaSMART®: GTP Correlation
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GigaSMART® : SSL Decryption (Out of Band)
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GigaSMART® SSL Decry

(In-Line)
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Public Cloud Afgj

— AWS

EXAMPLE USE CASE: TOOLS IN AN ON-PREM DATA CENTER
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rr. AWS EC2 Integration

0O &

Ah

Corporate Data Center

\ Virtual Traffic Policies

------- é‘ [ _ & N BN BN B |
L2 GRE Tunnel

-+-

3

auged Aujiqisip

QA0

Public Could o] Ezj|=l 2 X}A} O|O|E{MIE{o| EOF 8l B A

Ly |

SHIE

VPC: Virtual Private Cloud. Any forward-looking indication of plans for products is preliminary and all future release dates are tentative and subject to change.
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Visibility Fabric™ =82 2fH| AFQF

GigaVUE-HD8

2.4 Tbps

100G : 48 ports
40G : 64 ports
10G : 256 ports
1G : 352 ports

GigaVUE-HD4

1.28 Tbps

100G : 24 ports
40G : 32 ports
10G : 128 ports
1G : 176 ports

GigaVUE-HC2

960 Gbps

100 : 8 ports
40G : 24 ports
10G : 96 ports (1G)

GigaVUE-HB1

56 Gbps

10G : 4 ports
1G : 20 ports

GigaVUE-TALO
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640 Gbps

40G : 4 ports
10G : 48 ports
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Gigamon Special Edition

Making Everything Easi

security Delivery =0{|0|X| UF2, E-BookS AlA

s SHM| Q.
Plat::?" LL http://www.gigamon.com

DUMMIES

Learn to:

Solutions  Products  Support & Services  Partners  Resources  Company  Q

Gigamon > Reso

s > Security Delivery Platforms For Dummies

Security Delivery Platforms For Dummies

First Name: .

Security tools can't inspect what they can't see. To defend against today's advanced

. De'e(t threats faster by threats, IT organizations require real-time visibility across their entire IT : " - LastName:  *
R . . . * ivery ame:
frastructure—including physical, virtual, and cloud environments. In short, they need a Security Deliv
removing network blind spots 5
g security delivery platform. Platforms Company Name: *
® A(h leve Pﬁfvasive vislb‘“ty Download this book to discover how to: Dl ‘1\‘}\}"![?‘ ~ ,\Pﬁf.ﬁ:;?
across the global enter‘pr‘se + Eliminate network blind spots — with a security delivery platiorm that provides [

pervasive network visibility

® OPtlmize ”(urlty toois' + Optimize security tool perfermance and scalability — by sending the right traffic to
the right tool at the right time:
perfOI’ma nce and emmv * Resolve conflict between network and security ops — with a smarter way to deploy
inline security devices
B[Ought to you by Complete the form for your complimentary copy and get a crash course on the many

ways your business can benefit from a Security Delivery Platform.

% https:/{www.gigamon.com/resources/book/security-delivery-platforms-
Crystal Bedell N * dummies-3197
Steve Piper, CISSP
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